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Purpose:

● To tell an interesting story about creating fraud detection models

Learning objectives:

Understand
● the skills required for a ML project
● the importance of domain knowledge and supporting tools
● the technical challenges of preparing data
● organizational factors that influence success
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● Fraud detection for financial services

● Main customers:
– Swisskey/SIX (Issuing for Swiss banks)
– Payment Services Austria

● Geographically distributed team and
local matrix organization

● Fraud analytics team lead by manager in Brussels

Data Scientist at SIX Worldline



● Position and team
● Background and education

● Fraud detection
● Machine Learning
● Data visualization
● Feature engineering

● Model Results

● Outlook
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Agenda
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Roles

DevOps
Engineer

Data 
Scientist

Fraud 
Investigator

Rule 
Writer

Application 
Manager

Database 
Developer



● R&D and Operational Data Scientists develop fraud detection models, 
are located in Switzerland, France, Belgium and Germany.

● Dr. Bobby Rohrkemper:
Atos Distinguished Expert,
Data Intelligence Community
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Innovation



Background and education













https://www.cse.wustl.edu/~jain/cse567-11/ftp/multcore/









https://www.nvidia.com/en-us/data-center/tesla-v100/



Fraud Detection
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A simplified view of fraud detection

rules alerts investigation bank verify





Repeated transaction at same merchant

authorizations

TIME



(one possibility)
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Combining rules and AI models
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Machine Learning







Time spent working on project



The deep learning game



Data visualization
and
feature engineering
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Tableau Demo



















Model Results



Raw data 100

Raw data with explanatory codes 100

Binning of raw data 100

Card F 0.97

Card transaction F 99.9

Terminal F 0.55

Merchant F 0.32

Country F 0.00

Fraud 0.00

Valid 0.00

2% sample 2

JOIN
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TRXAMOUNT TRXCURRENCY TRXEXPONENT TRXHOSTDATETIME TRXTERMDATETIME TRXTYPE ZUFALLSZAHL_SPURZUFALLSZAHL_LAST 
EVENTID EXTREFNUMBERHASH AUTH_UPDATE ISSMANDANTID MERCHKEYHASH ON_INTDECLINELIST_AT 
ON_GREYLISTF2F_ATON_EXCLUSIONLIST_AT PK_MD_CARD PK_MD_ISSUER CDBSELECTOR TERMINALKEYHASH SERVICEID TENANT_CUC 
TENANT_ID TENANT_NAMETENANT_REVISION ACTION ALERT CASECLASS HINTS RISKSCORE RULEID FRAUDMARK EMAILMARK 
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Outlook



Enhance our organization of data

https://www.slideshare.net/mobile/ontotext/efficient-practices-for-large-scale-text-mining-process

Simon Hefti, D ONE



What does the future hold?

https://www.quora.com/What-is-the-difference-between-deep-learning-and-usual-machine-learning



Why is more data important?

Nuts and Bolts of Applying Deep Learning (Andrew Ng): https://youtu.be/F1ka6a13S9I



Conclusions

● We have many challenges
– Organization of data
– Computing infrastructure
– Innovation while ensuring security
– Investing in infrastructure

● We also have numerous resources
– Copious amounts of raw data
– Expert colleagues
– Professional tools



WL: my favorite position to-date by far
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